How to connect to VicUni Wireless Network User Manual for MAC Leopard

How to connect to VicUni Wireless Networks

MAC OS X.5

The following documentation illustrates the procedure on how to connect to the Vicuni wireless
network for a MAC OS platform.

The documentation will highlight and demonstrate the following in order to access the Vicuni
wireless network:

1.

2.

What is VicUni wireless network?

What do you need to use VicUni wireless network?

Setting up VicUni Wireless network

Connecting to the VicUni Wireless network for the first time
Confirmation of successful completion

Connecting to the VicUni Wireless network

Helpful hints
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1. What is Vicuni?

VicUni is a wireless network service providing all VU staff and students with valid AD login
credentials to be able to connect to VU’s networking resources, such as the Internet and Email.

VicUni wireless network is available at the following campuses:

St Albans

Sunshine

Werribee

Melton

City Flinders St

City Flinders Lane
City King St

City Queen St
Footscray Nicholson
Footscray Park

2. What do you need to use VicUni?
To connect to VicUni your computer must have:
¢ Mac OS X 10.5.1 and above.

¢ Airport 4.2 software - available from www.apple.com/support/downloads
¢ AirPort Extreme Card.

3. Setting up VicUni Wireless Network
Start up the Airport Application

3.1 Click on the Airport icon located at the top right hand corner of the menu bar and select
Open Internet Connect.

AirPort: On
Turn AirPort Off

No network selected
eduroam
guest

vu
wirelessADSL
Join Other Network...

Open Network Preferences...

Prepared by ITS — March 2008 Page 2 of 8



How to connect to VicUni Wireless Network User Manual for MAC Leopard

3.2.1. If the Airport is not turned on, click on the Turn AirPort On tab

3.2.2. To create a new connection, Click on the Advanced tab

Network

Location: | Home &

~
I Status: Off Turn AirPort On
@ Bluetooth 6
Mot Connected

S
USA1QHFd16P1. (3 5 : [ AirPort: OFf =

L]
;_{c:.:

Not Connected

® Not Connected iEtwiOk Name ]
@ LIISAIE}Hld 1P1. (@ V! Ask to join new networks
Not Connected <

Known networks will be joined automatically.
If no known networks are available, you will

Ethernet dalils
(=] be asked before joining a new network.
Not Connected an} : d

FireWire
Mot Connected =

P —

= = ! Show AirPort status in menu bar Advanced... - 3.2.2
= ™ | EEnaAa— e
;{] , ;

U:_ Click the lock to prevent further changes. Assist me. .. Rewvert Apply

3.3. Click on the 802.1x tab

T AirPort

| — X
[ AirPort  TCP/IP  DNS  WINS AppleTaﬁl 802.1X | Proxies Ethernet |
| = |

Preferred Networks:

Metwork Mame Security

|+ | — | # | Drag networks inte the order you prefer to join.

V! Remember any network this computer has joined
["| Disconnect from wireless networks when logging out
"1 Require Administrator password to control AirPort

AirPort ID: 00:17:2:46:81:24

r CanceI\,l ( Ok \

©)
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3.4. Click the + and then Add User Profile

i@ ™ Network
> il Show All Qo
“=" AirPart

I AirPort TCP/IP DNS WINS AppleTalk | 802.1X | Proxies Ethernet |

User Name:

Password:

[4]

Wireless Network: vicuni

Enable | Protocol
TTLS
TLS
EAP-FAST
PEAP
LEAP
MDS5S

Configure...

Authentication:

Add User Profile
-

[ Add Login Window Profile
®! Add System Profile (cancel ) ( OK )

3.5.  Enter your AD username and password in the relevant fields

For staff — your AD username is your staff number preceded with an e.

For example, e5000000

For Students — your AD username is your student number preceded with an s.

For example, s3000000

7 AirPort

| AirPort  TCP/IP DMS  WINS  AppleTalle B802.1X Proxias Ethernet

¥ User Profiles 3.6
# WicUni User Name: 5000000 — Enter Username

Password: sssssss > 1 Enter Password
Wireless Network:  VicUni —L] Select VicUni

Fnakle | Protocal

8 TTLS

Authentication;

é PEAP < — Tick PEAP and un-
0O TS tick all the others
[ EAP-FAST
] LCAP
B MDS
Cmﬁgure |
+ —
® ( Cancel ) [ OK 1']
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3.6.  Select VicUni from the Wireless Network drop box.

3.7.  Select the PEAP option and deselect the others.

3.8. Click OK

4. Connecting to the VicUni Wireless network for the first time

4.1.  Click on the Network Name drop down list and select VicUni. If the system is idle (i.e.
not doing anything), click on the Turn AirPort Off, and turn it back on by clicking on
Turn AirPort On. Enter your username and password if prompted

Network

@

Location: | Automatic

=)

A Dot

if—Assigm;r.l P

@ Bluetooth

Status:

on Turn AirPort OFff

AirPort has a self-assigned IP address and
may not be able to connect to the Internet.

Mot Connected e

I Network Nam

Mot Connected

@ Ethernet <‘m>

FireWire
Mot Connected

~ Parallel...-Guest
Mo IP Address

~ Parallels NAT
Mo IP Address

@ Bluetooth PAN
Not Connected

+ | - -

&
&
G

gShow AirPort status in menu bar

fl
d Click the lock to prevent further changes.

CUEST
utstaff
vu
wirelessADSL

Join Other Network...
Create Network. ..

Chdvanced. ) @

(" Assist me... W] Revert _'

Apply

4.2.  When the Keychain Request Screen appears, click Always Allow

-

4

.-

eapolclient wants to use your confidential
information stored in “WPA: vicuni” in your
keychain.

Do you want to allow access to this item?

- Details

©) (" Always Allow ) GeeimmBermp—tiereifo

.
&
N
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4.3.  When the Verify Certificate Screen appears, click Show Certificate
®.8 A Verify Certificate
\fﬁl 802.1X Authentication
l E The server certificate is signed by an unknown root certificate authority.
® Show Certificate A_W_m
4.4.  Click on the Always trust “VicUni” check box, and click Continue
Mo Mo Verify Certificate
J{’-\ 802.1X Authentication
\ E The server certificate is signed by an unknown root certificate authority.
IE Always trust “vicuni” I(
[';_d vicuni
vicuni
¢ wriifeeriy
e Root certificate authority
- Expires: Friday, 12 September 2008 12:28:09 PM GMT+10:00 4.4
€ This root certificate is not trusted
p Trust
p Details
® I':: Hide Certificate j li Cancel w1I [Continue ;—
]
4.5,

Enter your computer Administrator Name and Password (this is the username and
password to log into your computer) and click OK

r

eaptlstrust requires that you type your
password.

e

e

Password: e

P Details

® [Cancel) [ oK )4—

4.6. The system will now attempt to authenticate you to the VicUni wireless network. This

authentication process may take up to 3 minutes
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5. Confirmation of successful connection

If you have successfully connected to the VicUni network, the Status section will display
Authenticated and a connection time

508 Network

«|» || showall | @

Location: | Automatic &)

Status: Authenticated Turn AirPort Off

Authenticated via PEAP (Inner Protocol:

e Bliuetooth 6 MSCHAPY2)
Not Connected Connect Time: 00:00:31

Ethernet .| Er— .
e <ﬂ°f> Network Name: | vicuni 7 ]
@ FireWire [1Ask to join new networks
Not Connected =
= o Known networks will be jeined automatically.
p llal G If no known networks are available, you will
n rarallel...-Guest <nnc> have to manually select a network.

Mo IP Address

Parallels NAT o0
e No IP Address < >

@Show AirPort status in menu bar ®

+ = g

i
ﬂ_%t Click the lock to prevent further changes. ( Assistme... ) [ Revert Apply

¢ You are now ready to commence using the wireless network!

+ This concludes the procedure on how to connect to the VicUni wireless network. You should be
able to access the internet.

+ If you are unable to connect to the VicUni wireless network, please repeat steps 3.1 — 4.6.
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6. Reconnecting to VicUni Wireless Network
To connect to the VicUni Wireless network after the first successful attempt:

6.1. Click on the Airport icon located at the top right hand corner of the menu bar and select VicUni

K Grab File Edit Capture Window Help A Gl © & Fri850AM  Wireless Q
: : AirPort: On

v VicUni
duRoa

U
utstaff

vu
wirelessADSL

Join Other Network...
Create Network...
Open Network Preferences...

6.2. You will not prompted to enter any other details. The system will attempt to automatically
connect you to the VicUni wireless network using your previous login details

7.0 Helpful hints

¢ To disconnect from the VicUni wireless network, click on the Disconnect button at the bottom
of the 802.1x screen.

¢ Configure your VicUni connection before you try to connect and use the VicUni wireless
network for the first time.

+ You must be within range of Victoria University's wireless network to be able to set up or
connect to VicUni.
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